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Preparing the ground for the attack:
- Identifying the victim(s).
- Gathering background information.

- Selecting attack methed(s).

Social
Engineering
Life Cycle

Closing the interaction, . . .
Deceiving the victim(s) to gain a foothold:

ideally without arousing suspicion:
- Engaging the target

- Removing all traces of malware. - Spinning a story

- Covering tracks.

- Taking control of the interaction.
- Bringing the charade to anatural end.

Obtaining the information over a period of time:
- Expanding foothold

- Executing the attack.

- Disrupting business or/and siphoning data.
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Shoulder surfing.
Dumpster diving
Email attachments ~
Fake websites *
Pop-up windows °
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